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Abstract—Risk assessment is core to any institution's 

evaluation of risk, notably for what concerns people's privacy. The 

assessment often relies on information stated in a policy shaped as 

a text document. The risk assessor, or analyst in brief, is called to 

understand documentation that can be long, unclear or incomplete, 

hence subjectivity or distraction may strongly influence the 

process, particularly for identifying each relevant asset and for the 

assignment of the likelihood value of a given threat to an identified 

asset. The aim of this paper is to reduce the influence of 

subjectivity and distraction through risk assessment by means of 

our methodology for the Automated and Intelligent Likelihood 

Assignment (AILA). While the analyst's role cannot be emptied, it 

is facilitated through entities identification and likelihood 

assignment to threats for assets. The methodology adopts Natural 

Language Processing for summarisation and entity recognition, it 

tailors fully-supervised Machine Learning over policy documents 

and it leverages an existing tool supporting risk assessment, 

PILAR, in order to gain a more objective likelihood assignment. 

The paper demonstrates AILA over three real-world case studies 

from the automotive domain, culminating with the risk assessment 

exercises over the privacy policies of Toyota, Mercedes and Tesla. 

The executable components of AILA, the AILA Entity Extractor 

and the AILA Classifier are released as open source.  

Keywords—policy, risk assessment, natural language processing, 

likelihood, convolutional neural network, machine learning 

I. INTRODUCTION 

This paper recognises the widespread application of risk 
assessment to the privacy field, also according to the 
prescriptions of the General Data Protection Regulation (GDPR). 
Risk assessment benefits from the expert analyst's policy 
understanding and evaluation. While it still seems impossible to 
entirely replace the expert analyst's work, this paper seeks out to 
automate the analyst's perception of a policy and to reduce the 
analyst's subjectivity through what perhaps is the hardest step in 
a risk assessment process: the determination of the likelihood 
values. 

A. Researh Questions 

Following ISO/IEC 27005 [1], the risk assessment process 
rests on the identification of assets and on the definition of 
potential threats related to each specific asset. For each asset-
threat pair, the analyst is called to determine the “chance of 

something happening” [1], namely a likelihood value, typically 
on a scale of 1 to 5. The analyst also has to decide the impact of 
the occurrence of the threat over the given asset. Risk is 
calculated as a proportional combination of likelihood and 
impact for the given asset-threat pair. The overarching 
motivation for our work is that likelihood determination often 
implies an approximate estimation that may be biased by 
subjectivity. Such subjectivity may be minimised by using a 
machine learning model trained on policies labelled by risk 
assessment experts. One element of subjectivity is the 
understanding of available policies, documents that may provide 
useful information, particularly indicating the relevant assets 
and threats, in support of the entire risk assessment process, also 
to inform about likelihood and impact of the given threat on the 
given asset. However, policies are often verbose or incomplete 
and, in any case, long to read, hence their interpretation may 
even be subject to the reader’s distraction. On such bases, we 
introduce the following research questions:  

RQ1: Can we define a computer-supported process to assist 
the human analyst through the task of understanding the given 
policies towards the determination of an entity list and the 
assignment of a likelihood for each threat that comes from a 
given list and may affect any of those assets?  

The related work shall demonstrate below that this question 
is currently open. It is looking at a very common scenario where 
the analyst builds a list of typical privacy threats and is then 
asked to evaluate them over a target system, say an infrastructure 
or a software, described through a policy. It would be very useful 
if a computer-supported process could tell the analyst what 
entities arise from the policy and also provide a general 
likelihood indication on whether each asset may be affected by 
any of the given threats.  

RQ2: Can the process mentioned in RQ1 be integrated with 
or automated through a tool, namely a software application, if 
this exists, supporting the overall risk assessment process?  

The related work shall demonstrate below that also this 
question is currently open. A few tools exist, and noteworthy is 
the one that we choose as our main software application due to 
its maturity and European Commission endorsement, called 
PILAR [2]. It must be noted, however, that existing tools usually 



come with builtin likelihood values associated per threat. This 
values obviously ignore the features and the niceties of the target 
system. For this reason, the tools may also challenge the analyst 
with the task of determining appropriate likelihood values by 
hand or, if necessary, modifying the predefined ones. PILAR, in 
particular, allows the analyst to enter modifier values to 
likelihood values that the tool predefines. Arguably, the 
modifiers account for target-system specific details, but the 
challenge for the analyst remains the same.  

B. Related Work 

The state of the art is conveniently partitioned per topic.  

1) Risk Assessment Tools. A few risk assessment 
frameworks and tools exist and are applicable to various 
scenarios in different ways. The main supporting tools 
developed so far are commercial products and services offered 
by leading companies in the field. Therefore, it is inherently 
daunting to interrelate all state-of-the-art software. The 
European Union Agency for Cybersecurity (ENISA) listed an 
inventory of the most popular RM / RA tools [3], between 
December 2005 and March 2006. Among these, those that are 
currently maintained are: PILAR [2], offered by the Spanish 
Ministry for Public Administrations to support the MAGERIT 
methodology [4]; and TRICK [5], provided by the private 
company itrust and compliant with ISO/IEC 27005. Although 
both are commercial tools, only PILAR can be used without 
explicit request to the vendor — the user is allowed to download 
the software as well as to generate a 30-days evaluation license 
locally. Hence our choice to adopt PILAR as the supporting 
tools for our methodology and experiments, which remain 
general and may be applied with other tools. 

2) NLP Applications to Privacy Policies. The importance 
of fully understanding policies and unveiling hidden risks 
through their analysis has been observed in several papers. The 
use of Natural Language Processing techniques has helped 
researchers to develop tools like the Completeness Analyzer by 
Costante et al. [6], which assigns a degree of completeness to a 
policy, as the level of completeness is an important aspect to 
evaluate in the analysis process. Similarly, other studies aim to 
estimate the extraction of salient features from a policy, such as 
the automatic categorisation proposed by Ammar et al. [7], or 
the possibility to quickly identify and understand relevant 
privacy statements, using text categorisation, as in the 
contribution by Liu et al. [8]. In addiction, more complex 
projects and frameworks have been developed, such as 
POLICIS by Harkous et al. [9], which enables queries on natural 
language privacy policies, predicting a set of classes for each 
part of the corpus. This work is useful in understanding the 
nature of the policy as well as in an automatic annotation of the 
policy with labels from a prespecified taxonomy. However, 
none of these works suggest relevant information for the 
purposes of risk assessment, especially for the determination of 
the likelihood to a certain asset-threat pair. 

3) Fairness in Privacy Policies. Nagpal et al. [10] were 
among the first to conduct studies related to the fairness of a 
policy — the fairness level indicates how fair, proper and clean 
a text is, regarding privacy and security concerns for the users. 
They proposed a methodology to automatically extract a fairness 
value from public law documents leveraging semantic 

relatedness, namely the identification of some form of lexical or 
functional association between two words or concepts, based on 
the contextual or semantic similarity of those two words, 
regardless of their syntactical differences. An inherent limitation 
is the necessity of manually creating a seed set of WordNet [11] 
senses, which have to be used as a reference for the similarity. 
Also, the word vector model, namely a type of word 
representation that allows words with similar meaning to have a 
similar representation, may turn out unable to represent the 
various shades of meaning of the same word. Other challenges 
arise from those sentences bringing hidden implied meaning, as 
well from those that are meaningful in a specific domain. 

C. Contributions 

The overarching contribution of this work is the AILA 
methodology for the Automated and Intelligent Likelihood 
Assignment through a risk assessment process based upon 
information from a given policy and a given list of threats. The 
first challenge that AILA takes up is the automated recognition 
of the relevant assets from the policy by means of Natural 
Language Processing (NLP) techniques. The AILA Entity 
Extractor is the software component of AILA that addresses this 
first challenge, and is released open source [12]. The biggest 
challenge perhaps is the automated assignment of a fairness 
level to (each statement of) the policy. This remains open due to 
the inherent risk of errors [13]. A supervised classification could 
yield the best results but the problem reduces to: 

• Having a large dataset for the sake of training a model, 
as also remarked elsewhere: The most natural way to 
address this problem could be to learn a supervised 
classification for sentences. But as discussed earlier, we 
do not have any publicly available large dataset in the 
legal domain that has explicitly tagged privacy policies. 
Thus we are left with the choice of semi-supervised 
approach [11]. 

• Having a dataset devoid to any sort of bias. 

We managed to obtain a relevant dataset from outputs of the 
“Terms of Service; Didn’t Read” [14] (ToS;DR), which labels a 
sentence as fair when it will “respect your rights and will not 
abuse your data” [14]. Therefore, a fairness label signifies the 
extent to which a policy statement respects natural persons’ 
privacy. The service covers the privacy policies of popular 
services such as Amazon, Facebook and Wikipedia. AILA 
leverages that dataset to train a Convolutional Neural Network, 
hence shifting from semi-supervised to the advocated fully-
supervised Machine Learning (ML). Next, AILA adopts the 
trained model to test relevant privacy policies, namely Toyota, 
Mercedes and Tesla, and automatically derive the fairness levels 
of each sentence. AILA’s aims are more farsighted, namely to 
reduce subjectivity through the analyst’s task of assigning 
likelihood values, following the identification of the relevant 
assets. The AILA Classifier is the software component of AILA 
that addresses this second challenge, and is released open source 
[12]. Our target case studies come from the automotive industry 
and are large car manufacturers’ privacy policies. Our choices 
are Toyota and Mercedes, the first two car manufacturers in 
Interbrand’s 2020 Best Global Brands (BGB) Report [15] (7th 
and 8th places, respectively, in the overall classification, which 
accounts for other areas too). We also add Tesla as a third case 



study due to its pioneer role on electric cars. We have 
intentionally chosen policies missing from (ToS;DR) service, to 
have absolutely guarantee that the eventual particular sentences 
structure of the training set will not influence our case study 
evaluation. In a nutsheel, Tesla’s average risk likelihood per 
asset (and, arguably, corresponding risk level) turns out lower 
than Mercedes’s, which in turn is found lower than Toyota’s. 
The methodology also enables the analyst to combine the 
automatedly assigned likelihood values with those derived from 
an existing tool from the state of the art, PILAR [2], whose 
values are purposely ignorant of the target system. To 
conscientiously combine these two values, it is necessary an in-
depth understanding of PILAR’s calculation of risk, which we 
conducted by means of regression analysis, to demonstrate how 
to practically leverage the AILA likelihood and integrate it with 
PILAR’s calculation of risk levels with the ultimate goal of 
increasing its realism and reliability. AILA’s required inputs are 
one or more policy documents aimed at regulating assets to 
achieve an overarching property (and the document is meant to 
source a risk assessment exercise over the property), a labelled 
dataset of policies with the same aim and a list of threats to the 
property. This paper demonstrates AILA for the privacy 
property over the privacy policies by the three mentioned car 
brands, using a dataset derived from ToS;DR and considering a 
list of threats derived from PILAR. The methodology remains 
general and applicable to different inputs concerning other 
properties, e.g. cybersecurity or safety. 

II. THE AILA METHODOLOGY 

AILA addresses the research questions stated above by 
supporting the analyst during risk assessment towards the 
automation of:  

• the recognition of the relevant asset from a given policy; 

• the assignment of likelihood values to the threats related 
to a given asset, under consideration of (specific details 
of the target system gathered from) the given policy; 

• the assignment of likelihood values to the threats related 
to a given asset, under consideration of (specific details 
of the target system gathered from) the given policy via 
state-of- the-art tools for risk assessment. 

A fragment of a simple file management policy is useful as 
a running example to demonstrate the AILA methodology:  

File management policy, North America. To ensure data 
security, users with different privileges can be created. Any 
agent can be a Normal User or a Super User. Any agent playing 
the role of Normal User is Permitted to read the public files. All 
the public files are stored in the root folder, to be accessible to 
all the users. Any agent playing the role of Normal User is 
Permitted to write his own public folders. Each folders can 
contain only text files. Any agent playing the role of Super User 

is Obliged to change his password weekly. Any agent playing 
the role of Normal User is Obliged to change his password 
monthly. If any agent lost his password, it is possible to request 
a temporary password which will be valid for 15 minutes from 
the moment of the request. A Super User can create different 
Normal Users. Any agent playing the role of Super User is 
Permitted to read the all files. Any agent playing the role Super 
User is Permitted to write his own secret file. All the agent 
names are stored in a special file.  

The AILA methodology supports the automated extraction 
of assets and related fairness values from a policy, then 
interpreting threat likelihood over an asset in terms of the 
fairness of the policy over that asset. It consists of three macro 
steps that are demonstrated. 

Step 1. Automated asset extraction). This step removes the 
parts of the text that are irrelevant to the extraction of the assets, 
producing a list of entities, from which the analyst — thanks to 
his experience — may choose the relevant assets. Additionally, 
each asset is bundled with the sentences that mention the very 
asset name or a synonym. First, the policy undergoes text 
summarisation in terms of N- Grams. For the sake of 
demonstration, the bigrams extracted from our running example 
are: 

[Super, User] 

[Normal, User] 

[his, password] 

[are, stored]  

These enter an entity recognition algorithm, which, produces 
the following outcome over our example:  

1) Super user 

2) Normal user 

3) Password 

Then comes the collection of the policy sentences pertaining 
to the identified entity. With our example, this produces:  

1) Super user: 

a. Any agent playing the role of Super User is 
Obliged to change his password monthly. 

b. Any agent playing the role Super User is 
Permitted to read the all files. 

c. Any agent playing the role Super User is 
Permitted to write his own secret file. 

d. A Super User can create different Normal 
Users. 

2) Normal User: 

a. Any agent playing the role of Normal User is 
Permitted to read the public files. 

b. Any agent playing the role of Normal User is 
Permitted to write his own public folders. 

c. Any agent playing the role of Normal User is 
Obliged to change his password monthly. 

d. A Super User can create different Normal 
Users. 

3) Password: 



a. Any agent playing the role of Super User is 
Obliged to change his password weekly. 

b. Any agent playing the role of Normal User is 
Obliged to change his password monthly. 

c. If any agent lost his password, it is possible to 
request a temporary password which will be 
valid for 15 minutes from the moment of the 
request. 

Step 2. Likelihood determination through AILA. This step 
leverages Machine Learning for the computer-based assignment 
of a likelihood value. This is feasible through a dataset formed 
from a corpus of privacy policies where each sentence is labelled 
by the ToS;DR community to signify the sentence’s fairness, 
namely the extent to which the sentence respects natural persons’ 
privacy. That dataset is leveraged to train a ML model, which 
can then be applied to a target policy. The findings obtained on 
our running example are reported as “Fairness per sentence” in 
Table I. It is then natural to average the fairness values of the 
sentences related to an asset to derive the fairness value of the 
asset. This information is conveniently displayed to the analyst, 
as detailed later, through a navigable HTML page, also 
supporting manual adjustments that the analyst may want to 
make to the fairness values. All relevant items are now available 
to define the likelihood because the given threats are assumed to 
pertain to the property that the given policy wants to establish 
on the assets. Targeting the privacy property and leveraging the 
ML model based upon ToS;DR, one way to define the AILA 
likelihood on the traditional range 1 to 5 is as the opposite of 
fairness. The underlying assumption for this choice is that 
fairness correlates with protection.  

Step 3. Combined likelihood determination. The AILA 
likelihood can be used to continue the risk assessment exercise 
on a spreadsheet as customary. However, it can be used to better 

inform the exercise as carried out on PILAR through various 
methods, for example by replacing the PILAR likelihood by the 
AILA likelihood or by the average of the two. Moreover, we 
must understand how Pilar works to evaluate whether and how 
the risk levels that the tool calculates are influenced by 
likelihood variations. It turns out that for any non- irrelevant risk 
level, namely above 2, likelihood linearly influences risk levels, 
hence we may conclude that likelihood variations are 
consistently reflected on risk levels. 

III. CASE STUDIES: TOYOTA, MERCEDES AND TESLA 

Cars are increasingly complex and interconnected, treating a 
variety of personal data such as cabin preferences, music 
preferences, GPS coordinates and sensor data including camera 
streams. Car manufacturers therefore are data controllers that are 
called to comply, at least in Europe, with the General Data 
Protection Regulation. It is thus not surprising that car 
manufacturers’ privacy policies are very developed. We 
demonstrate the outcomes of AILA on the privacy policies of 
Toyota and Mercedes, the first two car manufacturers in 
Interbrand’s 2020 Best Global Brands (BGB) Report [15] (7th 
and 8th places, respectively, in the overall classification, which 
accounts for other areas too). We also add Tesla’s privacy policy 
as a third case study due to the brand’s pioneer role on electric 
cars. After having obtained the likelihood of the relevant assets 
thanks to AILA for each of the three car brands, it can be seen 
that Tesla’s average likelihood (and, arguably, corresponding 
risk level) is medium (or 3, or M), corresponding to an average 
fairness level of 0,41; Mercedes’s average likelihood is high (or 
4 or H), corresponding to an average fairness level of 0,26; 
Toyota’s average likelihood is very high (or 5 or VH), 
corresponding to an average fairness level of 0,14.

 

 

TABLE I.  OUTCOME OF AILA STEP 2 AND AILA STEP 3 ON OUR RUNNING EXAMPLE 

The total 57 assets for the three car brands along with their 
likelihood values are not presented here due to space limitations 
but are available online [12]. 

IV. CONCLUSIONS 

This paper advanced AILA, an innovative methodology to 
reduce human subjectivity through risk assessment, and applied 

it to the assessment of given threats related to privacy. However, 
AILA is general for any risk assessment exercise relying on 
likelihood assignment upon the basis of information stated in 
prose in a policy document. AILA responds somewhat 
positively to the stated research questions, which pertain to how 
to automate the entity — asset, after the expert validation — 
extraction process from a policy, how to automate the likelihood 

Asset Sentence Fairness per sentence Fairness per asset 
AILA Likelihood  

(AILA Step 2) 
PILAR Likelihood 

Combined Likelihood 

(AILA Step 3) 

(a) 

(i) 1.0 

0.67 2 3 2 
(ii) 0.20 

(iii) 1.0 

(iv) 0.50 

(b) 

(i) 0.0 

0.62 2 1 1 
(ii) 1.0 

(iii) 1.0 

(iv) 0.50 

(c) 

(i) 1.0 

0.83 1 3 2 (ii) 0.80 

(iii) 0.70 



assignment to given threats for those assets and how integrate 
the above with a tool of the state of the art. AILA’s main 
software components, the AILA Entity Extractor and the AILA 
Classifier are released open source to promote the widespread 
development of the area. AILA’s integration with PILAR is 
conceptually simple now that we understand how the latter 
calculates impact and risk levels, but cannot be completed 
because PILAR is not open source. The application of AILA to 
the automotive field was profitable on all three case studies, 
Toyota, Mercedes and Tesla, showing how to reduce a few 
thousand words to only a few dozen entities, hence facilitating 
asset extraction dramatically. AILA also conveniently 
automated the assignment of the likelihood values for all assets, 
offering significant reduction of subjectivity. A limitation of 
AILA is that it can be used only when a non biased and labelled 
dataset is available in order to train the ML model; still, this is 
an inherent limitation of ML in general. Future work includes 
deeper semantic analysis of the policies to tune the likelihood 
values, which are currently assigned per asset, more finely per 
asset and per threat. Another useful direction would be to write 
an open-source risk assessment tool from scratch to truly 
integrate PILAR with AILA. Open sourcedness would spark off 
a community of developers as well as additional research, and 
the new AILA tool could become the (at least de facto) standard 
tool for risk assessment. 
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